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The architecture of a Web-based application typically includes a Web client, a server, and corporate
information systems linked to databases. Each of these components presents security challenges and
vulnerabilities. Floods, fires, power failures, and other electrical problems can cause disruptions at any
point in the network.
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Many Wi-Fi networks can be penetrated easily by intruders using sniffer programs to obtain an
address to access the resources of a network without authorization.



NAME

TYPE

DESCRIPTION

Conficker (aka Downadup,
Downup)

Storm

Sasser.ftp

MyDoom.A

Sobig.F

ILOVEYOU

Melissa

Worm

Worm/
Trojan horse

Worm

Worm

Worm

Virus

Macro virus/worm

First detected in November 2008 and still prevalent. Uses flaws in Windows software
to take over machines and link them into a virtual computer that can be commanded
remotely. Had more than 5 million computers worldwide under its control. Difficult to
eradicate.

First identified in January 2007. Spreads via e-mail spam with a fake attachment.
Infected up to 10 million computers, causing them to join its zombie network of
computers engaged in criminal activity.

First appeared in May 2004. Spread over the Internet by attacking random IP
addresses. Causes computers to continually crash and reboot, and infected computers
to search for more victims. Affected millions of computers worldwide, disrupting British
Airways flight check-ins, operations of British coast guard stations, Hong Kong
hospitals, Taiwan post office branches, and Australia’s Westpac Bank. Sasser and its
variants caused an estimated $14.8 billion to $18.6 billion in damages worldwide.

First appeared on January 26, 2004. Spreads as an e-mail attachment. Sends e-mail to
addresses harvested from infected machines, forging the sender’s address. At its peak,
this worm lowered global Internet performance by 10 percent and Web page loading
times by as much as 50 percent. Was programmed to stop spreading after February 12,
2004.

First detected on August 19, 2003. Spreads via e-mail attachments and sends massive
amounts of mail with forged sender information. Deactivated itself on September 10,
2003, after infecting more than 1 million PCs and doing $5 to $10 billion in damage.

First detected on May 3, 2000. Script virus written in Visual Basic script and
transmitted as an attachment to e-mail with the subject line ILOVEYOU. Overwrites
music, image, and other files with a copy of itself and did an estimated $10 billion to
$15 billion in damage.

First appeared in March 1999. Word macro script mailing infected Word file to first 50
entries in user's Microsoft Outlook address book. Infected 15 to 29 percent of all
business PCs, causing $300 million to $600 million in damage.



COMPUTERS AS TARGETS OF CRIME

Breaching the confidentiality of protected computerized data

Accessing a computer system without authority

Knowingly accessing a protected computer to commit fraud

Intentionally accessing a protected computer and causing damage, negligently or deliberately

Knowingly transmitting a program, program code, or command that intentionally causes damage to a
protected computer

Threatening to cause damage to a protected computer

COMPUTERS AS INSTRUMENTS OF CRIME
Theft of trade secrets

Unauthorized copying of software or copyrighted intellectual property, such as articles, books, music, and
video

Schemes to defraud

Using e-mail for threats or harassment

Intentionally attempting to intercept electronic communication

lllegally accessing stored electronic communications, including e-mail and voice mail
Transmitting or possessing child pornography using a computer



DATA BREACH

DESCRIPTION

EBay

Heartland Payment Systems

TIX

Epsilon

Sony

Cyberattack on eBay servers during February and March 2014 compromises database containing
customer names, encrypted passwords, email addresses, physical addresses, phone numbers, and
birthdates. No financial data were accessed, but the information is useful for identity theft.

In 2008, criminals led by Miami hacker Albert Gonzales installed spying software on the computer
network of Heartland Payment Systems, a payment processor based in Princeton, NJ, and stole the
numbers of as many as 100 million credit and debit cards. Gonzales was sentenced in 2010 to 20
years in federal prison, and Heartland paid about $140 million in fines and settlements.

A 2007 data breach at TJX, the retailer that owns national chains including TJ) Maxx and Marshalls,
cost at least $250 million. Cyber criminals took more than 45 million credit and debit card numbers,
some of which were used later to buy millions of dollars in electronics from Walmart and elsewhere.
Albert Gonzales, who played a major role in the Heartland hack, was linked to this cyberattack as
well.

In March 2011, hackers stole millions of names and e-mail addresses from the Epsilon e-mail
marketing firm, which handles e-mail lists for major retailers and banks like Best Buy, JPMorgan, TiVo,
and Walgreens. Costs could range from $100 million to $4 billion, depending on what happens to the
stolen data, with most of the costs from losing customers due to a damaged reputation.

In April 2011, hackers obtained personal information, including credit, debit, and bank account
numbers, from over 100 million PlayStation Network users and Sony Online Entertainment users. The
breach could cost Sony and credit card issuers up to a total of $2 billion.



TYPE OF GENERAL CONTROL

DESCRIPTION

Software controls

Hardware controls

Computer operations controls

Data security controls

Implementation controls

Administrative controls

Monitor the use of system software and prevent unauthorized access of software programs, system
software, and computer programs.

Ensure that computer hardware is physically secure, and check for equipment malfunction.
Organizations that are critically dependent on their computers also must make provisions for backup
or continued operation to maintain constant service.

Oversee the work of the computer department to ensure that programmed procedures are
consistently and correctly applied to the storage and processing of data. They include controls over the
setup of computer processing jobs and backup and recovery procedures for processing that ends
abnormally.

Ensure that valuable business data files on either disk or tape are not subject to unauthorized access,
change, or destruction while they are in use or in storage.

Audit the systems development process at various points to ensure that the process is properly
controlled and managed.

Formalize standards, rules, procedures, and control disciplines to ensure that the organization’s
general and application controls are properly executed and enforced.



EXPOSURE
Power failure
Embezzlement

User error

PROBABILITY OF
OCCURRENCE (%)

30%
5%
98%

LOSS RANGE/ AVERAGE ($)
$5,000-$200,000 ($102,500)
$1,000-$50,000 ($25,500)
$200-$40,000 ($20,100)

EXPECTED
ANNUAL LOSS ($)

$30,750
$1,275
$19,698






Function: Loans

Prepared by: J. Ericson
Location: Peoria, IL Date: June 16, 2015

Received by: T. Benson
Review date: June 28, 2015

Nature of Weakness | Chance for Error/Abuse Notification to Management
and Impact
Yes/ | Justification Report Management response
No date
User accounts with Yes | Leaves system open 5/10/15 Eliminate accounts
missing passwords to unauthorized without passwords
outsiders or attackers
5/10/15 Ensure only required
Network configured Yes | EXposes critical directories are
to allow some system files to hostile shared and that they
sharing of system parties connected to are protected with
files the network strong passwords
Software patches All production programs
can update NO | require management

production programs
without final approval
from Standards and
Controls group

approval; Standards and
Controls group assigns
such cases to a temporary

production status

This chart is a sample page from a list of control weaknesses that an auditor might find in a loan
system in a local commercial bank. This form helps auditors record and evaluate control weaknesses
and shows the results of discussing those weaknesses with management, as well as any corrective
actions taken by management.



Internet Outer Web Inner Corporate
firewall server firewall systems

The firewall is placed between the firm's private network and the public Internet or another distrusted network to protect against
unauthorized traffic.
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A public key encryption system can be viewed as a series of public and private keys that lock data when they are transmitted and unlock
the data when they are received. The sender locates the recipient’s public key in a directory and uses it to encrypt a message. The message
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Digital certificates help establish the identity of people or electronic assets. They protect online
transactions by providing secure, encrypted, online communication.



Why are information systems vulnerable to destruction, error, and abuse?

Digital data are vulnerable to destruction, misuse, error, fraud, and hardware or software failures.
The Internet is designed to be an open system and makes internal corporate systems more vulnerable
to actions from outsiders. Hackers can unleash denial-of-service (DoS) attacks or penetrate corporate
networks, causing serious system disruptions. Wi-Fi networks can easily be penetrated by intruders
using sniffer programs to obtain an address to access the resources of the network. Computer viruses
and worms can disable systems and Web sites. The dispersed nature of cloud computing makes it
difficult to track unauthorized activity or to apply controls from afar. Software presents problems
because software bugs may be impossible to eliminate and because software vulnerabilities can be
exploited by hackers and malicious software. End users often introduce errors.

What is the business value of security and control?

Lack of sound security and control can cause firms relying on computer systems for their core
business functions to lose sales and productivity. Information assets, such as confidential employee
records, trade secrets, or business plans, lose much of their value if they are revealed to outsiders or if
they expose the firm to legal liability. New laws, such as HIPAA, the Sarbanes-Oxley Act, and the
Gramm-Leach-Bliley Act, require companies to practice stringent electronic records management and
adhere to strict standards for security, privacy, and control. Legal actions requiring electronic evidence
and computer forensics also require firms to pay more attention to security and electronic records
management.



What are the components of an organizational framework for security and control?

What are the components of an organizational framework for security and control? Firms need to
establish a good set of both general and application controls for their information systems. A risk
assessment evaluates information assets, identifies control points and control weaknesses, and
determines the most cost-effective set of controls. Firms must also develop a coherent corporate
security policy and plans for continuing business operations in the event of disaster or disruption. The
security policy includes policies for acceptable use and identity management. Comprehensive and
systematic information systems auditing helps organizations determine the effectiveness of security
and controls for their information systems.

What are the most important tools and technologies for safeguarding information resources?

Firewalls prevent unauthorized users from accessing a private network when it is linked to the
Internet. Intrusion detection systems monitor private networks from suspicious network traffic and
attempts to access corporate systems. Passwords, tokens, smart cards, and biometric authentication are
used to authenticate system users. Antivirus software checks computer systems for infections by viruses
and worms and often eliminates the malicious software, while antispyware software combats intrusive
and harmful spyware programs. Encryption, the coding and scrambling of messages, is a widely used
technology for securing electronic transmissions over unprotected networks. Digital certificates
combined with public key encryption provide further protection of electronic transactions by authenti-
cating a user’s identity. Companies can use fault-tolerant computer systems to make sure that their
information systems are always available. Use of software metrics and rigorous software testing help
improve software quality and reliability.
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